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An Efficient Multiplier for GF(2“) and the VLSI Implementation

ZHOU Hao-hua, SHEN Bo and ZHANG Qianing

(ASIC & System State Key Laboratory, Fudan University, Shanghai 200433, China)

Abstract: PublicKey Cryptography as the base of modern identification, authentication, secure communications technology,
depends on Galois Field multiplication that is based on discrete logarithm problem. By analyzing the bit serial multiplier and
bit parellel multiplier, a Unified Hybrid Galois field Multiplier, namely UHGM ., is introduced. An Efficient implementation
is carried out for the multiplication on GF (2, especially when k is a prime number. UHGM is suitable for the VLSI
implemenation due to its regularity and modularity. whose structure can t rade off the area against the performance
conveniently. Finally a sample GF(2') multiplier is presented, as well as the result of verification and sysnthesis on FPGA
and ASIC.

Key words: galois field: multiplication: GF(2'");
EEACC: 2570D; 1265B; 6210
Article ID: 0253-4177(2001) 08-1063-06

cryptography; elliptic curves; VLSI

ZHOU Hao-hua
SHEN Bo

male. was born in 1973. PhD candidate. His research interests include ASIC & System. VLSI in information Security.
male, was born in 1975, PhD candidate. His research interestes mainly focus on the VLSI integration of electronic systems.

Received 2 September 2000, revised manuscript received 2 January 2000 ©2001 The Chinese Institute of Electronics





